
Surveillance in the EU 

Dr. Cristina Blasi Casagran!
Autonomous University of Barcelona

30 September 2019



9/11!



External dimension of the AFSJ !

Before

After



CTC !

EU Counterterrorism 
Strategy

http://www.consilium.europa.eu/en/policies/
fight-against-terrorism/eu-strategy/

since 2007 a Belgian 
official, Gilles de 

Kerchove



EXAMPLE



AFSJ Agencies!



SIENA !



JUDICIAL COUNTER-TERRORISM 
REGISTER

http://www.eurojust.europa.eu/press/PressReleases/Pages/
2019/2019-09-05.aspx



EU data-sharing instruments for law enforcement purposes  

MLATs

Swedish 
initiative

Prüm

ECRIS

EIO



MLATs!

MLA 
Convention 

1959

EU MLA 
Convention 

2000



Swedish initiative !



European Criminal Records Information System  





European Investigation Order 

Directive 
2014/41/EU!

Bank 
data Phone 

records
DNA

Interception 
communications

Statements 
suspects 

or 
witnesses

Fingerprints

Analyses 
documents



Shortcomings in the implementation !
and use !

Two many 
available channels

Lack of 
implementation

CONSEQUENCE: 
Use of MLA procedures 



European information systems created for border 
management purposes  

SIS/ SIS II VIS

Eurodac CIS









EU data-sharing instruments created 
under the basis of the EU internal market 

clause  

Passenger 
data

Financial 
data

Telecom 
data

Maritime 
cargo 
data



SECTORAL 
INTERNATIONAL 
AGREEMENTS 

PNR 
Agreements

SWIFT 
Agreement



PNR DATA 



CATEGORIES OF DATA 
NAME

FLIGHT DATES

ITINERARY

SEATS

BAGGAGE

CONTACT INFO

MEANS OF PAYMENT



PURPOSE 

To prevent, detect, investigate and 
prosecute terrorism or serious 
crimes.



WHEN ARE THE DATA 
SHARED? 
2 

 T
im

es 24-48h before takeoff

Right before takeoff, when all 
passagers are onboard and 

noboday can get on/off the plane



EU-CANADA PNR AGREEMENT 
(SIGNED IN 2014)

OPINION 1/15 OF THE COURT

26 July 2017

The PNR agreement may 
not be concluded in its 
current form because 

several of its provisions 
are incompatible with the 

fundamental rights 
recognised by the EU

PNR data may reveal, inter alia, a 
complete travel itinerary, travel 

habits, relationships existing 
between two or more 

individuals,and information on 
the financial situation of air 

passengers, their dietary habits 
or their state of health, and may 

even provide sensitive 
information about those air 

passengers

Retained for up to five year: 
Long period of time

 + 

PNR data transferred is 
intended to be analysed 

systematically by automated 
means, based on pre-established 
models and criteria,before the 
passengers’ arrival in Canada. 

Such analyses may provide 
additional information on the 
private lives of passengers.



EU-US 
agreement

EU-
Australia 

agreement

(EU-Canada 
Agreement)

INTERNATIONAL 
AGREEMENTS ���
 



International agreements PNR systems in MS

EU-US 
agreement

EU-
Australia 

agreement

(EU-Canada 
Agreement)

Belgium

Denmark

FranceThe 
Netherlands

UK

BEFORE 2016 



EU PNR DIRECTIVE

Proposal Commission
(Directive)

 2011 

Suspension by the 
EP

2015: EP 
discussions 
reactivated

Proposal Commission
(Council Decision) 

2007 

2008: Vote 
rejection by the EP

April 2016:
EU PNR Directive



FRAGMENTED DATA PROTECTION RULES

FRANCE: !
data retention 

5 years

DENMARK: !
data retention 

1 year



Why having an EU PNR system?

Higher data protection 
than current EU-US PNR 

Agreement

Harmonisation among 
EU Member States



ACTIVITY: EU PNR DIRECTIVE

In favour of  the 
Directive (The 
Belgian Times)

Against the 
directive (Edri 

Doc)



SWIFT AGREEMENT

  2001: TFTP: Terrorist Finance Tracking Programme

  2006: NYT publication

  31.11.2009:  Society for Worldwide Interbank Financial 
Telecommunication (SWIFT) – SWIFT I Agreement

  Feb. 2010: EP veto

August 2010: SWIFT II Agreement



ACCESS TO MY SWIFT DATA
U.S. Department of the Treasury, March 2015:



DATA RETENTION DIRECTIVE

source

destination
Time, date, 

duration
Type

location

equipment







FRAGMENTED DATA 
PROTECTION RULES





	  
	  
	  

Training tomorrow’s business leaders

EX	  FRAMEWORK	  DECISION	  
2008/977/JHA	  
It excluded specific	  legislaAve	  
instruments

Europol/
Eurojust SIS

CIS Prüm 
Decisions

Scope

  Data	  protec*on	  in	  
the	  field	  of	  judicial	  
and	  criminal	  
ma5ers	  	  



	  
	  
	  

NEW	  LEGISLATION	  
 

  “Regulation of the European Parliament and of the Council on the 
protection of individuals with regard to the processing of 
personal data and on the free movement of such data (General 
Data Protection Regulation)” 

  “Directive of the European Parliament and of the Council on the 
protection of individuals with regard to the processing of 
personal data by competent authorities for the purposes of 
prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, and the free 
movement of such data (Police and Criminal Justice Data 
Protection Directive).” 



	  
	  
	  DIRECTIVE 2016/680  

Improvements

Scope

Nature of 
the 

instrument

New 
definitions

Individual 
rights



INTELLIGENCE IN THE EU 



National security exemption!



Thank you for your attention!


